THE HACKERS HUB

ETHICAL
HACKING

The art of exploitation

Course is a comprehensive program that equips
learners with latest Hacking Techniques, : s .
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measures required to meet the standards of ancee ool b R ==

. . o A s -l e
highly skilled security professionals. Whether : r
you are a Fresher or an experienced . . :
professional, CEHs will distinguish yourself from *;, w‘ -]
the crowd to become most in-demand IT LI e
Security Professional.

WHO SHOULD ATTEND THIS COURSE ?

This Certified Course is targeted towards those who are looking
to build career in IT Security, IT Security Officers, IT Auditors,
Network Security Administrators, System Administrators or
anyone who wants ethical hacking as a profession.

&

THE HACKERS HUB



COURSE CONTENT

THE HACKERS HUB

Semester 1
Introduction to Hacker’s Hub

What is Ethical Hacking?
Types of Hackers
Types of Attacks on a System
What is Linux?

Foot printing & Reconnaissance
Google Dorks

Domain Bifurcation

IPv4 & IPv6

Protocols (TCP/UDP)
Scanning and Networks

Being Anonymous

Dos DDos Attack
Cryptography

Malware Analysis

Securing your Social Media & Emails
Phishing Security

IP Proxy

Password Security

MAC Spoofing

Virtual Private Network (VPN)
Sniffing

Forensics Experts
Cyber Forensics
Data Recovery
Hacking Incident
Document Analysis
Forensics Documentation

Cyber Crime Investigation
Case Study

Semester 2

Professional Ethical Hacking
o Darknet/ Dark Web & Deep Web
Social Engineering
Honeypot & Honeynets
IDS/IPS (Firewalls)
o Wi-FiHacking & Security
o Windows/Linux User Authentication Bypass
e loT OWASP TOP 10
o Web Application Security
o Web Application Vulnerability
» Backtracks
o Metasploit
* Reverse Engineering
» Mobile Hacking & Security
o Vulnerability assessments and Penetration
Testing (VA/PT)

Semester 3

Laws Of Cyber

o Cyber Law Introduction

e Cyber Crime Cases Investigation & Reporting
e Cyber Law & International Standards

Corporate Training for Candidates
e Personality Development
e Presentation Skills
e Public Speaking
Communication training
Client Service
Interviewing Skills
Team Management

*Each of the above module contains sub-modules, for complete course details contact us !
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Expert Mentor

4 classes in month taught by expert
mentor having years of experience in
the field. All your doubts and questions
are answered for clear concepts.

Pro Certification

At the end of CEHSs Certified ethical hacking
and security Course, you will get a
professional certificate that helps you
explore varied career opportunities

ELIGIBLITY CRITERIA

e 12th passed

e Basic computer knowledge

e Entrance exam ( must clear the enterance exam for enrollemnt)
e Demo class - 1session ( after entrance clearance)

e Course duration - 4 months

¢ Internship duration - 1 month (After CEHs clearance)

e Applicant must carry their own laptop

¢ Registration Form fees- 1000/- (non refundable)
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The Hackers Hub

Our offline ethical hacking classes in Jodhpur with certification train you for
several roles in this field, like System Administrator, Security Analyst, Penetration
Tester, Cybersecurity Expert, Network Security Administrator, and more.

Ethical Hacking is compromising computer systems for assessing their security
and acting in good faith by informing the vulnerable party. Ethical hacking is a key
skill for many job roles related to securing the online assets of an organization.
The professionals working on these job roles maintain the organization’s
computers, servers and other components of its infrastructure in working
conditions preventing unauthorized access through non-physical channels.

Founder, THH

Ms. Bhavika Rathore
Certified Ethical Hacker,
Cyber security researcher,
Certified cyber forensics
(National, International)

THE HACKERS HUB

Head Office - 201, Agarwal Tower, B-road, Sardarpura, Jodhpur (Raj)
Contact - +919024186873 , Mail - thehackershubs@gmail.com

] Thehackershub fjp Thehackershub 9024186873



